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ABSTRACT

Configuring the ISP is very common and simple with routers and switches. Every student of
computer science develops an interest in networking and chooses to complete this topic. But
throughout my undergraduate studies, | became interested in computer networks and network
security. | subsequently added the security topic to the ISP setup topic in order to complete my
undergraduate degree. Device security is challenging, despite how easy it is to configure a
device. Therefore, | set up firewalls to secure this ISP configuration. The way this firewall was
set up was really cool. Firewall definitely captured my attention. While | was an intern, | made
the decision to take on this challenging project.

As a challenge, | decide to add additional routers, switches, and firewalls where everyone uses
a single network device. I'm hoping that the interest in network sector projects will grow as a
result of this project and additional interested individuals.
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CHAPTER 1
INTRODUCTION

1.1 Introduction

Inter connected electronic devices are called internet. Internet service provider serve the global
internet connection to a wide area network from a router to user end computer. There are
several routers, among them Mikrotik is a very popular, user-friendly router and OS to operate
in Bangladesh most. Most of the ISP, enterprise network management operate with Mikrotik.

It is just as easy for hackers to hack, get illegal access, and process large network traffic
overflow to bring down an ISP. Device vulnerability, port security, device log history, packet
filtering, and other factors must be considered in order to keep it safe.

1.2 Objectives

Information communication technology is currently one of the most important requirements
for establishing a career, and security is also a matter to consider. The goal of this hands-on
learning about internet connectivity, usages, network securities by Mikrotik, Cisco devices
and Fortigate Firewalls:

e To serve the internet service to clients via proper bandwidth management, client account,
passwords, dynamic host IP addresses etc. by Mikrotik device and OS. Also securing the
Mikrotik device from getting unauthorized access.

e Configuring switches to distribute network connections at ISP.

e Configuring firewalls to protect my ISP devices and servers from DDoS attack,
unauthorized network traffics and access.

1.3 Motivation

Studying computer networks, network security, cloud computing, and enterprise network
management courses during my undergraduate degree brought me encouragement. During my
studies, | learned about security, backup solutions, configuration, and other related topics. |
discovered a way to apply these skills to this internship. Additionally, this project-based
implementation is expandable to additional computer network areas.
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1.4 Report Layout

e Chapter 1: Objectives of my project-based internship, motivation.

e Chapter 2: Occurred internship company’s introduction, their roles, services, strengths
and previously done projects.

e Chapter 3: My project-based internship planning, goals, features, challenges, devices.

e Chapter 4: Configuration terms and figures of my project.

e Chapter 5: Results, outputs of my configured project.

e Chapter 6: Conclusion, future scalability of this project.
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CHAPTER 2
COMPANY’S PROFILE

2.1 About Daffodil Online Ltd.

Daffodil Online Ltd. is an internet service provider which is also a datacenter for various
businesses and organizations. It is located in Dhanmondi, Dhaka, at the Islam Tower. They
started their journey in 2002. Apart from several other ISPs, it is presently one of Bangladesh's
leading ISPs. DOL provides internet access to local clients in a variety of packages. Serves
organizations both inside and outside of Dhaka, companies' internet, datacenter facilities such
as bandwidth, server, cloud storage, and etc. DOL's employees, like those who supply internet
services, are very skilled at troubleshooting for their clients and offer a variety of customer
services. Internship, training, and lab facilities are also available for students and employees.
They train basic to expert networking skills using networking devices.

2.2 Products and Services

e Datacenter

e ISP support

e Web, domain hosting

o FTP server

e Remote troubleshooting

e Internship, Training vendor academy with Mikrotik, Cambium
e Lab room with Mikrotik, Cisco, Juniper etc. devices

e Cache Servers of Google, Facebook, Internet etc.

2.3 Company’s Strengths

e 24/7 Customer support

e Strong relationship management with clients

e Expert employees for services like datacenter servers, routing, hosting, cloud, firewall
etc.

e High integrates

e Expert trainer

e Server room with cooling system, backup electricity generators.
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2.4 Company’s Projects

e Wide area PPPOE client internet connections at Mohammadpur, Lalmatia, Dhanmondi,
Kolabagan etc.

e Company, enterprise internet connections to Chandpur, Rajshahi
e VPN, PPTP connections to banks.

e AWS clouds services to Daffodil family.

e Mikrotik lab training to international students.

e Mikrotik lab training for 3 years by online and offline.

2.5 Schedule of ISP

e The schedule for employee’s employment includes both day and night shifts.

e The day shift office is open from 8 AM to 8 PM.

e NOC supports for the night shift as requested by clients.

e Fewer people are at work on Friday.

e The cable management team sets up PPPOE connections from 10 am to 2 pm every day.
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CHAPTER 3
INTERNSHIP PROJECT ACTIVITIES

This chapter explains how | started to understand, how a network diagram for an ISP should
be designed. How internet access is provided by 11Gs, connected by a variety of cable methods,
and then delivered to internal offices and locations outside of the ISP. Discovered how an ISP
provides its clients with an internet connection. Datacenter servers, different server varieties,
operating systems, policies, routing, and firewall, router, switch, and other networking devices
and their models. ISP protection for my setup includes Fortinet Fortigate firewall and Mikrotik
devices.

3.1 Internship Activities
Month 1

Studied and reviewed the fundamentals of computer networks
Cable configuration, management, and connections

Learned about networking devices including routers and switches
Tasks and office work flows

Troubleshooting for clients

Get to know client services

Month 2

Configured Mikrotik router

Configured Cisco switch

Configuration by web GUI and GUI tool “WinBox”
Configuration by console command

Device troubleshooting

Month 3

Firewall concepts

Introduced to Fortigate firewall
Firewall configuration

Secured Mikrotik, Cisco devices
Configured IPSec VPN
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Month 4

Introduced to VMWare
VMWare, EVE-NG setup, configuration
Practiced configuration via VMWare

Month 5

Configured my complete project at DOL

Month 6

Configured my complete project on VMWare, EVE-NG

3.2 Planning for My ISP Setup and Firewalls

Four Mikrotik Routers for core router, backup router, distribution router, PPPoE router
for clients to serve

Two Cisco switches for VLAN, VLANSs into office, lab connections

Three Fortigate Firewalls for VPN connection, WAN, DMZ protections

Laptop, office, lab PCs to implement, test connections

Outside office Mikrotik router for IPSec VPN connection

3.3 Challenges

Internships on the topic of ISP setup with Mikrotik projects were completed multiple
times. Now | want to make this project-based internship exciting and challenging by
including firewalls. | covered all essential networking topics in my undergraduate
studies, and now it's time to put those theoretical learnings into practice in this
internship.

ISPs do not depend only on a single router. It is suitable for a variety of distribution-
based routers and switches. By thinking in this manner, | will be able to work with
routers as they should be. This network diagram will include zones such as OUTSIDE,
DMZ, and INSIDE. For these zones, several firewall policies must be defined.

Two WAN connections will connect to the Fortigate firewall first, just as professional
ISP configurations do.

I must first create VLANS on the firewall before creating Cisco switches for distributing
VLANE.

IPSec VPN tunnel from a firewall to the outside of a Mikrotik router for testing
purposes.
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3.4 0S8
3.4.1 Mikrotik OS

Mikrotik and Fortigate devices operating systems are easy to understand and easy to use.
Instead of using a command line interface like Cisco or Juniper, the Mikrotik OS's graphical
user interface (GUI) makes configuration incredibly simple. Officially, Mikrotik offers
WinBox, an open-source program, for configuring their products. Simply launch WinBox after
LAN cable connection to the device.

3.4.2 Fortigate OS

FortiOS offers standard security policy deployment and enforcement, entirely expands
graphical user interfaces and control panels, and enables centralized management throughout
the entire distributed network. The security mode, routings, connected devices traffic shapper,
and CPU usages are all described on this OS's dashboard.

To keep their devices updated, this OS offers a number of firmware and OS upgrades.
FortiOS7 is now Fortigates current operating system.

3.4.3 Cisco OS

A very well OS is Cisco 10S, which Cisco provides for its routers and switches. Executed
using commands from the command line. For most Linux users, a configuration mechanism
that is friendly to the command line is available. Cisco 10S is preferred by users for quick,
dependable configurations.

3.4.4VVMWare OS

VMware is a virtualization and cloud computing program. The business's main office is in
Palo Alto, California. The ESX/ESXi x86 bare-metal hypervisor is the foundation for
VMware's virtualization products.

VMware Server sets up a hypervisor on the virtualization server so that multiple virtual
machines (VMs) can run on the same physical server. Because each VM can run its own
operating system, a physical server can support many OSes. All virtual machines on a single
physical server share resources like networking and RAM.

©Daffodil International University



3.5 Features
3.5.1 ISPs Mainly Use Mikrotik Routers for its Incredible Features

e Bandwidth management

e Client connection services: PPPoE, PPTP

e Queue for extra bandwidth services to each client from GGC, FNA, INT cache servers
e Firewalls NAT, application blocking by rules

e Device log management, backups

e Ethernet port naming, addressing

e DHCP pool by addressing

e Routing

e Multiple connections load balance and failover

e It affords most popular routing BGP, RIP, OSPF easily

e Devices ports can be used as bridge mode

e Device can be used as switch by all ports as bridge mode
e VLAN:S like tagged vlan, untagged vlan

e |Pv6 addressing, DHCP pool

e WLAN, hotspot server

e LT2P, GRE, IPSec VPNs

e Port forwarding

e Schedule backups via email/to syslog server

3.5.2 Fortinet Fortigate Firewall Features

e Profile-based, Policy-based policies
¢ Interface naming, zone selection

e Dashboard

e Notification panel, alert

e Multiple connections load balancing, failover
e Application, services, DNS filtering
e Custom address range including

e Dynamic IP Pool for NAT

e Virtual IP Pool

e Source static NAT

e Device detection

e |Log monitoring, reporting

e Routing
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e VLAN

e DDoS Policy

e Site to Site IPSec VLAN
e Port forwarding

e SSL certifications

e Antivirus scan

e Bandwidth traffic shaper
e DHCP Pool

3.5.3 Cisco Switch Features

e OSI Layer 2, Layer 3 mode

e Rack-mountable

e Multiple ether ports, giga ports

e VLAN

¢ Remote Management Protocol Supported
e |PV6 support, IPV6 rely agent

e QoS

e Port security

e MAC binding

3.6 Device Details
3.6.1 Mikrotik Router Device Details

The Mikrotik RB2011 is a low-cost router device with 10 ethernet ports that display lights
according on their usage. This router device is powered by RouterOS, is designed for indoor
use, and comes in a variety of casings with a multitude of configurations.

This router has four roles in my ISP configuration: main router, backup router, distributed
router, and PPPoE router.
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Figure 3.6.1: Mikrotik RB2011 router device

3.6.2 Fortigate Firewall Device Details

The next-generation firewall from Fortinet, the Fortigate FG-30E, has 5 ports. Working with
FortiOS7. Extremely light weight while not a router, it does support routings. Port definitions
are possible for protect zone responsibilities such OUTSIDE, DMZ, and INSIDE. With its
graphical user interface, dashboard, policies, application control, filtering, etc., this modern
firewall is easy to operate. It is set up on the WAN and DMZ sides for my ISP setup. My ISP
will be protected in this manner both inside and out.

LEIRTINET

FortiGato 30E

(X
(X )
(X )
e
e el
£ 3
LER2 -

PR SIA AARY WA
e & & 0

Figure 3.6.2: Fortigate FG-30E firewall device
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3.6.3 Cisco Switch Device Details

The Cisco switch SG350X-24PD is a medium, weight device that is primarily designed to use
at home, offices, and other small spaces. This compact device functions as a router or switch.
This device comes with 24 Ethernet ports. Operates in both as a layer 2 or layer 3 switch.

In my ISP arrangement, this device serves VLANSs from firewall to lab and office computer
devices.

Figure 3.6.3: Cisco SG350X-24PD switch device
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CHAPTER 4
DESIGN AND CONFIGURATION OF MY ISP PROJECT

4.1 Diagram of This ISP Setup Project
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Figure 4.1: Diagram of ISP setup and securing with Mikrotik, Cisco and Fortigate devices
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4.2 First WAN Connections for Two Fortigate Firewalls

e At first download putty open-source software for console connection.
e Device connects using RJ45 cable from computer USB to device console port.

Figure 4.2: Firewall device connection to computer for configuration

4.2.1 Putty Console Setup

e Open ‘Device Manager’ of windows

e Expand ‘Ports’, identify COM serial number
e Open ‘Putty’

e ‘Putty’ connects to COM serial port

©Daffodil International University

13



&
File Action View Help
= nim & Hi e

Computer Management

@A Computer Management (Local | « 4z NIRAJ

4 |} System Tools
(D Task Scheduler
@ Event Viewer
23 Shared Folders
&8 Local Users and Groups
&) Performance
= Device Manager

4 3 Storage
& Disk Management

iy Services and Applications

& Audio inputs and outputs
% Batteries
€ Bluetooth
% Computer
. Disk drives
& Display adapters
b eg DVD/CD-ROM drives
(5 Human Interface Devices
g IDE ATA/ATAPI controllers
=5 Imaging devices
= Keyboards
{J Mice and other pointing devices
K Monitors
&% Network adapters
¥ Ports (COM & LPT)
"$ USB-SERIAL CH340 (COMS6)

[N

#® Print queues
B Processors
& Sound, video and game controllers
& Storage controllers
[ (M System devices
b @ Universal Senal Bus controllers

Figure 4.2.1.1: Firewall device COM port identification by ‘Device Manager’

53 PuTTY Configuration ? IEN
Category
=I- Session Basic options for your PuTTY session
T Loglgng Speciy the destination you want to connect to
=i Seral lne Speed
Bt [coms 9600
Features Connection type:
= Window (JRaw ()Telnet ()Rlogn ()SSH (@) Senal
gme Load. save or delete a stored session
Transiation ‘ Saved Sessions
Selection
Colours Defaut Sett
=} Connection Load
Data Savn
Proxy
Teinet Delete
Riogin
+- SSH
sesdd Cose window on exit 2
(O Aways (ONever (@ Only on clean extt

Figure 4.2.1.2: COM port connection by ‘Putty’

14

e Command prompt terminal opens, needs to login as admin. No password required for
first login. Needs to set new password, confirm password

e Configure system interface of connected wan port with assigning ip address
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FORTIGATE

Figure 4.2.1.3: Firewall port configuration by console mode

e Set allow access to ping, ssh, telnet, http, https

Figure 4.2.1.4: Browser accessible configuration

e Now firewall can be accessed from browser using assigned ip address

©Daffodil International University
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4.2.2 Browser Access to Firewall

e Open browser
e Type assigned firewall ip address on http address bar
e Login to firewall dashboard by assigned username and password

) X a8 2 211.130/login

A Notsecure | 222.222211.

Figure 4.2.2.1: Accessing firewall via browser

e Rename firewall after login.
e Dashboard of Fortigate firewall
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RTIGATE Q admin-

Favorites > [+ Add Widget

@ Dashboard =
System Information v || Licenses® EAdll Virtual Machine FortiGate Cloud ~ || Security Fabric I~

Security Hostname WAN_FORTIGATE © FortiCare Support Status @ Not Supported ?
Network al Number  FGVMEVYJ1DLBIIF9 © Firmware & General Updates
Users & Devices = - :
i Firmware v6.4.4 build1803 (GA) © Ips
Mode NAT (NGFW) _— Alls RAM 1000MiB/2GiB |
FortiView Sources © AntiVirus
s RS Time 2022/07/11 18:05:40 = WAN_FORTIGATE
FortiView Destinations o o © WebFiltering

FortiView Applications Uptime 00:00:10:45

0/0 || AutoScaling @ Disabled
FortiView Web Sites WANIP Unknown

w5 5 © Unable to connect to FortiGuard servers. Security Fabric Connection is disabl
FortiView Policies

FortiView Sessions

Administrators i~ ||CPU i1minutev i~ | Memory 1minutev i~
&5
o9 . : @ 1e @ console @ Fortiexplorer | 100% 100%
NN Security Fabric >
4 Network » [ 2 super.od 75% 75%
Syst >
& System - -
R Policy & Objects >
& Security Profiles > 25% 25%
VPN > . .
& User & Authentication N : 18:04:50 18:05:00 18:05:10 1805:20 18:05:30 - 18:04:50 18:05:00 18:05:10 18:05:20 18:05:30
Ll Log & Report > Current usage 23% E saze 70%
Sessions 1minute~ i+
20
15
10
5
0

18:04:50 18:05:00

5

:05:10 18:05:20 18:05:30

Figure 4.2.2.2: WAN firewall dashboard

4.2.3 Network Configuration
4.2.3.1 Interface Renames, IP Address Assigning, DNS Assigning

e Open ‘Network’ > ‘Interfaces’ > click on port by connected to configure
e Assign ip address, rename interface port name, set DNS
e Interfaces of port renamed to ‘CORE’, ‘BACKUP’, ‘WAN IIG 1’, “‘WAN 1IG 2’

A Notsecure | 22222221113

ortiGate VM64-KVM  WAN_FORTIGATE

Favorites v
FortiGate VM64-KVM 1 3 5
DNS I" L]
4
SD-WAN Zones

Static Routes ¢ Edit Search Q ¥ Group By Type ~
Security Policy
Name % Type Members 1P/Netmask Administrative Access DHCP Clients DHCP Ranges Ref.
Central SNAT
Addresses Bl )
Avplltions e fortilink 3o 802.3ad Aggregate Dedicated to FortiSwitch PING 169.254.12-169.254.1254 2
Security Fabric Connection
IPsec Tunnels
[E] 8 Physical Interface @
1Pv4 DoS Policy
¥ BACKUP (port4) Physical Interface 192.168.2.1/255.255.255.252 PING 1 192.1682.2-192.1682.2 1
@ Dashboard >
HTTPS
& Security Fabric > SsH
# Network > ¥ CORE (port3) B Physical Interface 192.168.1.1/255.255.255.252 PING 1 192.168.1.2-192.168.1.2 16
& System > HTTPS
ssH
& Policy & Objects >
& Serity Profies N ® ports B Physical Interface 0.00.0/0.0.00 0
VR N WAN_IIG_2 (port2 B Physical Interface 211.211211.3/25
& User &Authentication > H
il Log & Report - B WAN_IIGI_1 (port1) Physical Interface 222.222211.130/255.255.255.0 PING 5
HTTPS
ssH
HTTP
TELNET
* @ IPSECVPN @ Tunnel Interface 0.0.0.0/0.0.00 4
[E] & SD-WAN Zone @
@ LOAD_BALANCED @ SD-WAN Zone B WANLIIGL1(port1)  00.0.0/0.000
B WAN_IIG_2 (port2)
@ virtual-wan-link @ SD-WAN Zone 00.0.0/0.000

Figure 4.2.3.1: WAN firewall interface port names, ip addresses
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4.2.3.2 Load Balance Configuration by SD WANS

e Open ‘Network’ > ‘SD WAN Zones’ > click on ‘Create Zone’ to configure
e Type name, add ‘Interface’ of connected WAN ports
e Configuration named to ‘LOAD BALANCE’

< C @ A Notseure | 222222211130 Gl @ @ -

=== FortiGate VM64-KVM  WAN_FORTIGATE - 1 @ 0@ (@ admin-

Favorites ~ || Bandwidth Sessions
Interfaces Bytes Received Bytes Sent

Oport1 P | T Eport1
DNS e —w

y _H[ N j ] \ M port2
Static Routes Y ) [ )

Security Policy L ’ -\ ’
Central SNAT . 4 D Y
Addresses : -
Applications

1Pv4 DoS Policy Interfaces Gateway Cost. Download Upload

@ Dashboard @ virtual-wan-link

$4 Security Fabric O @ LOAD_BALANCED

iNetwork * B WAN_IIGI_1 (port1) 2222222112 0 8.93kbps 8.70 kbps  ———
Syst: =

LSy * [ WAN_IIG 2 (port2) 0000 0 0bps Obps

B Policy & Objects

@ Security Profiles

O VPN

& User & Authentication

lal Log &Report

Figure 4.2.3.2.1: Load balance dashboard

e Open ‘Network’ > ‘SD WAN Rules’ > click on created zone to configure
e Set ‘Volume’ of two wan ports to ‘50%’

="= FortiGate VM64-KVM WAN_FORTIGATE

Favorites > | Edit Implicit Rule
@ Dashboard
’ Load Balancing Algorithm Source IP ' Sessions | Spillover = Source-Destination IP
NX Security Fabric >
4 Network v Interface Weight
e B WAN_IIGI 1 (port1) | [ 50
DNS
Packet Capture [# WAN_IIG_2 (port2) | | 50

SD-WAN Zones

W portl
Performance SLA
Static Routes 50%
Policy Routes
RIP
OSPF
BGP
Multicast
£ System >
B Policy & Objects >
@& Security Profiles >
O VPN >
& User & Authentication >

Ll Log & Report > Cancel

Figure 4.2.3.2.2: Load balance configuration
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4.2.3.3 Static Routes

e Open ‘Network’ > Static Routes’ > click on ‘Create New’ to configure
e Add ‘Ip address’ > ‘Gateway’ > ‘Interface’ and save

75 FortiGate VM64-KVM  WAN FORTIGATE
| Favorites v  Eoit| T Clone || 8 Deiete | | [Searcn Q

Interfaces
S Destination # Gateway IP Interface Status

SD-WAN Zones EliEve @D
StaticRoutes * 0.0.0.0/0 Dynamic Gateway (222.222.211.2) P WAN_IIGI_1 (port1) @ Enabled

[{
Ry 172.1600/16 192168.1.2 B CORE (port3) © Enabled
Central SNAT 192.168.10.0/24 192168.1.2 B CORE (port3) © Enabled
Addresses 192.168:1000/24 192168.1.2 B CORE (port3) ® Enabled
Applications 192.168.20.0/29 192168.1.2 B CORE (port3) © Enabled
IPsec Tunnels 192.168.30/30 192168.1.2 ¥ CORE (port3) © Enabled
1Pv4 Dos Policy 192.168.30.0/29 192.168.1.2 B CORE (port3) © Enabled
SD-WAN Rules 192.168.4.0/30 192.168.1.2 B CORE (port3) @® Enabled
& Dashboard > 1921685.0/30 19216812 B CORE (port3) © Enabled
3 Seauty Eabilc > 1 192.168.6.0/30 19216812 B CORE (port3) © Enabled
8 Network > | 192.1687.0/30 192168.1.2 B CORE (port3) © Enabled
& System >

Figure 4.2.3.3: Static routes

4.2.4 Policy and Objects Configuration
4.2.4.1 Defining Security Policies for Incoming and Outgoing Interfaces

e Open ‘Policy and Objects’ > “Security Policy’ > click on ‘Create New’ to configure

e Rename policy > select ‘From interface’ and ‘To interface’ > select ‘Source’ ip
addresses to ‘all’ > select ‘Destination’ ip addresses to ‘all’ > Action ‘ACCEPT’

e Policy objects named to “WAN _TO_CORE’, ‘CORE _TO WAN’,
‘BACKUP TO WAN’ and ‘WAN TO BACKUP’

# Edit Delete | [ Search Q Interface Pair View R

Name From To Source Destination Schedule Service Applications URL Category Action Security |
WAN_TO_CORE @ LOAD_BALANCED [ CORE (port3) Bal Bal [ always  App Default « ACCEPT
CORE_TO_WAN ® CORE (port3) @ LOAD_BALANCED T all Dall [ always App Default v ACCEPT

Figure 4.2.4.1: Firewall policies for source, destinations

4.2.4.2 Central Static Nat for Outgoing Interface from Incoming Interface

e Open ‘Policy and Objects’ > ‘Central SNAT’ > click on ‘Create New’ to configure
e Name > add interface to ‘To’ > source address to ‘all’ > destination address to ‘all’

FortiGate VM64-KVM WAN_FORTIGATE

Favorites > SE Delete | | [ Search Q]
Interfaces
e D From To Source Address Destination Address Translated Address Original Port Translated Port NAT
SD-WAN Zones iz ®
1 B WAN_IIGI_1 (port1) O any Bal B all © Enabled

Static Routes

Security Policy

Central SNAT *

Figure 4.2.4.2: Static Nat configured

©Daffodil International University



20
4.2.4.3 Custom IP Address Ranges for Security

e Open ‘Policy and Objects’ > ‘Addresses’ > click on ‘Create New’ to configure
e Name address > add ‘ip address’ with subnet > save

= FABRIC DEVICE 0.0.0.0/0

= FIREWALL_AUTH_PORTAL_ADDRESS 0.0.0.0/0

= IPSEC_VPN_ADDRESS_LOCAL 192.168.100.0/24

& IPSEC_VPN_ADDRESS_REMOTE 192.168.66.0/24

=& OFFICE_VLAN_ADDRESSES 192.168.10.0/24

& ROUTING_ADDRESSES 192.168.0.0/30

= SERVER_VLAN_ADDRESSES 192.168.20.0/29

I SSLVPN_TUNNEL_ADDR1 10.212.134.200-10.212.134.210
= all 0.0.0.0/0

B none 0.0.0.0/32

Figure 4.2.4.3: Custom ranged ip addresses for firewall

4.2.4.4 Blocking Application on Firewall

e Open ‘Policy and Objects’ > ‘Application’ > click on ‘Create New’ to configure

e Name application > select ‘Incoming interface’ > select ‘Outgoing interface’ > select
source address to ‘all’ > select destination to ‘all’ > select ‘Schedule’ to ‘always’ >
select service ‘App Default’ > select ‘Application’ > select ‘URL Category’ > select
‘Action’ to ‘Deny’ > select ‘Log Violation Traffic’ > select ‘enable this policy’ > save

e Created Application block configuration for “PUBG”

New Policy

Name © PUBG_Block
Incoming Interface @ LOAD_BALANCED -
Outgoing Interface | ™ CORE (port3)

Source B2 all x
-

Destination = all x
s

Schedule e always -

Service App Default JSiTa1%

Application PUBG x
+

URL Category Games x
-

Action v ACCEPT E7MviaNyg

@ Log Violation Traffic
Comments | Write a cc 0/1023

Enable this policy €@©

Figure 4.2.4.4: Blocking PUBG on firewall applications
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4.2.4.5 DDoS Attack Prevention Policy

e Open ‘Policy and Objects’ > ‘IPV4 DDoS Policy’ > click on ‘Create New’ to
configure

e Name > select ‘Incoming Interface’ > select ‘Source Address’ to ‘all’ > select
‘Destination Address’ to ‘all’ > select ‘Source’ to ‘ALL’ > enable all ‘logging’ and
select to ‘Block’ > set ‘icmp sys flood” Threshold to ‘1000’ > save

=-= FortiGate VM64-KVM WAN_FORTIGATE

| Favorites v Edit Policy
Interfaces
DNS Name € DDoS_ATTACK_PROTECT
SD-WAN Zones Incoming Interface [ WAN_IIGI_1 (port1) v
Static Routes Source Address 2al x
Security Policy =
i Destination Address | & all . x
dodi= Service @ ALL x
Applications +

IPsec Tunnels

1Pv4 DoS Policy L Anomalics

SD-WAN Rules Name @© Logging | Action | Disable Monitor Threshold
@ Dashboard

>
S Security Fabric N ip_src_session | @ Disable Monitor 5000
b Network 4 ip_dst_session | @ Disable Monitor 5000
£ System >
B Policy & Objects > Vi Anomaiies
@& Security Profiles >
O VEN 5 Name @ Logging | Action Disable Monitor Threshold
& User & Authentication > tep_syn_flood © Disable m Monitor 2000
il Log & Report >
tcp_port_scan © Disable m Monitor 1000
tep_src_session © Disable m Monitor 5000
tcp_dst_session © Disable m Monitor 5000
udp_flood © Disable m Monitor 2000
udp_scan © Disable m Monitor 2000
©

Disable [T Monitor 5000

udp_src_session

Figure 4.2.4.5: DDoS attack prevention policy
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4.2.4.6 IPSec VPN Configuration

e Open VPN’ > ‘IPsec Tunnels’ > click on ‘Create New’ to configure

e Name vpn > select ‘IP Version’ to ‘IPv4’ > Remote Gateway to ‘Static [P Address’ >
Assign IP Address > select ‘Interface’ > select ‘NAT Traversal’ to ‘Enable’ > select
‘Authentication’ ‘Method’ to ‘Pre-shared Key’ > add ‘Pre-shared Key’ > save

e Remote address of a Mikrotik router, outside from DOL added

e VPN configuration named to ‘IPSec_ VPN’

=" = FortiGate VM64-KVM WAN _FORTIGATE

Favorites > | New VPN Tunnel
@ Dashboard > .
NX Security Fabric > Name IPSec_VPN
& Network N Comments  Comments £0/255
£ System >
B Policy & Objects > Metwork
& Security Profiles > 1P Voo IPvé
O VPN % Remote Gateway | Static IP Address v |
IPsec Tunnels w IP Address | 192.168.66.0 2
IPsec Tunnel Template Interface ™ WAN_IIGI_1 (port1) -
SSL-VPN Portals Local Gateway >
SSL-VPN Settings Mode Config O
VPN Location Map NAT Traversal Disable Forced
& User & Authentication > Keepalive Frequency 10
bwl Log & Report > Dead Peer Detection Disable Onldle
DPD retry count [3 o
DPD retry interval | 20 s
Forward Error Correction ~ Egress [] Ingress [
Advanced...
Authentication
Method | Pre-shared Key b4

Pre-shared Key
IKE

Version 2
Mode Aggressive RYETRIIBY eI waloly)}

Figure 4.2.4.6.1: IPSec VPN configuration

e VPN establishment status

& Edit Delete Search Q
Tunnel Interface Binding Status
[ 2 custom @
© IPSEC VPN [ WAN_IIGI_1 (port1) © Enabled

Figure 4.2.4.6.2: IPSec VPN status

©Daffodil International University



23

4.3 All Mikrotik Router Configurations

e Ethernet connection from firewall to Mikrotik RB2011UAS router port.
e Router port to LAN computer connection for configuration.
e Other three router connection from core router ports.

Figure 4.3.1: Mikortik RB2011UAS device

e Download, open open-source software ‘WinBox’
e Select ‘Connect’ to Mikrotik device by confirming ‘Uptime’ from ‘Neighbors’
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@ WinBox (64bit) v3.36 (Addresze — O
File Tools
Connect To: [222.222.211.129 | [wl Keep Password
Login: iadmin | [] Open In Mew Window
Password: | | [w] Auto Reconnect
| Add/set | Connect To RoMON | [ Connect |

Managed Neighbors |

7| | Refresh [Find | [a =]
MAC Address /| IP Address [Identity |Version |Board | Uptime i |+
50:00-00:02.00:01 222222711129 CORE_ROUTER 6477 (table) CHR 00:25:56

Figure 4.3.2: “WinBox’ tool to connect Mikrotik routers

4.3.1 Primary Configurations for Core, Backup, Distributed and PPPoOE Routers

24

e Open ‘IP’ > ‘Interface’ > Double click on ‘ether’ interface > rename interface > select

COK7
e Interfaces renamed by connected devices
e Open ‘IP’ > ‘Address’ > Click on ‘+’ to configure
e Add ‘Name’ > set ip address, subnet > select ‘Interface’ > save

Interface ] Interface List Ethemet EolP Tunnel |IP Tunnel GRE Tunnel VLAN VF

#~|=] [~][%] [=] [7] [ Detect itemet |

~ |Name ’ | Type \Actual MTU |L2 MTU |Tx

R @ etherl_from_FORTIGATE  Ethemet 1500

R & ether2_from_WAN Ethemet 1500

R & ether3 to_BACKUP Ethemet 1500

R < etherd to DISTRIBUTED Ethemet 1500

R @ ether Ethemet 1500

R &> etherb Ethemet 1500

R @& ether7 Ethemet 1500

R & etherd Ethemet 1500

Address List E m

[#][=] [~]l=] [a] [7] [Fing ]

| |Address  /[Netwok  [iteface | [~

D % 192.168.1.2/30 192.168.1.0 ether_from_FORTIGATE }
4 192.168.3.1/30 192.168.3.0 ether3_to_BACKUP j
% 192.168.4.1/30 192.168.4.0 etherd_to_DISTRIBUTED |

S‘D 2222222111, 2222222110  ether?_from_WAN ‘

Figure 4.3.1.1: Mikortik router’s interface names, ip addresses
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e Open ‘IP’ > ‘DNS’ > add ‘Servers’ address to Google DNS > select OK

DNS Settings =] E3

Servers: | = l OK |
Dynamic Servers: | 222.222.211.2 \
(8888
| |
1208.91.112.52 ]
Use DoH Server: | v
= Cache
[ ] Verify DoH Certificate
|| Allow Remote Requests
Max UDP Packet Size: |4096 |
Query Server Timeout: | 2.000 |s
Query Total Timeout: [10.000 s
Max. Concurrent Queries: | 100 ]
Max. Concurrent TCP Sessions: |20 ]
Cache Size: |2048 KiB
Cache Max TTL: | 7d 00:00:00 l
Cache Used: |25 KiB 1

Figure 4.3.1.2: DNS configuration

e Open ‘IP’ > ‘Routes’ > Click on ‘+’ to configure

e Add ‘Destination Address’ by ip address range > select ‘Gateway’ > select OK

Route List [=] E3

Routes ’ Nexthops Rules VRF

#][=] [«]l3] =] [7] Frd @3]
|Dst. Address ! \Gateway | Distance ‘Routing Mark |Pref. Source |w

DAS p 0.0.0.0/0 222.222 211.2 reachable ether2_from_WAN 1

DS p 0.0.0.0/0 192.168.1.1 reachable ether1_from_FORTIGATE 1

AS p 172.16.0.0/16  192.168.3.2 reachable ether3_to_BACKUP 1

S p 172.16.0.0/16  192.168.4.2 reachable etherd_to_DISTRIBUTED 1

DAC p 192.168.1.0/30 ether1_from_FORTIGATE reachable 0 192.168.1.2

DAC P 192.168.3.0/30 ether3_to_BACKUP reachable 0 192.168.3.1

DAC P 192.168.4.0/30 etherd_to_DISTRIBUTED reachable 0 192.168.4.1

S P 192.168.5.0/30 192.168.3.2 reachable ether3_to_BACKLUP 1

AS P 152.168.5.0/30 192.168.4.2 reachable ether4_to_DISTRIBUTED 1

S p 192.168.6.0/30 192.168.3.2 reachable ether3_to_BACKUP 1

AS P 152.168.6.0/30 192.168.4.2 reachable ether4_to_DISTRIBUTED 1

AS P 192.168.7.0/30 192.168.4.2 reachable ether4_to_DISTRIBUTED 1

AS p 192.168.10.0/... 192.168.4.2 reachable ether4_to_DISTRIBUTED 1

AS P 152.168.20.0/... 192.168.4.2 reachable ether4_to_DISTRIBUTED 1

AS P 192.168.30.0/... 192.168.4.2 reachable ether4_to_DISTRIBUTED 1

AS P 152.168.100.0... 192.168.4.2 reachable ether4_to_DISTRIBUTED 1

DAC p 222.222211.0... ether2_from_WAN reachable 0 222222211129

Figure 4.3.1.3: Static routes of all devices
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4.3.2 Secure configuration for all router ether ports

e Open ‘IP’ > ‘Interface’ > Double click on interface
e Select ‘ARP’ to ‘reply-only’ > select OK

Interface <ether3_to_BACKUP> =E
General | Ethemet  Loop Protect  Status | Traffc
Name: ‘:&Hefﬁ_&o_BAﬁl-('l_JP \
Type: !Etheme'l \ ] Apply '
MTU: [1500 \

Actual MTU: [1500 |
L2 MTU: |0 |

MAC Address: [50:00:00:02:00:02 1 ot

ARP: |reply-only K3 Cable Test
ARP Timeout: | |
{enabled ‘running , [link ok

Figure 4.3.2.1: ARP configuration
e Open ‘IP’ > ‘ARP’ > Double click to arp > assign ‘MAC Address’ > select OK

ARP <222222211.2> =] E3

IP Address: |222.222.211.2 1 | oK |
MAC Address: |00:50:56:E8:23:87 [

.
Interface: |ether2_from_WAN }

- Publshed

MAC Telnet
Torch
i_ciynamic ienabled ] 1 ‘complete ‘

Figure 4.3.2.2: MAC address of firewall
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4.3.3 PPPoE Router Server Configuration

e Open ‘IP’ > ‘Pool’ > click ‘+’ to create new configure
e Add ‘Name’ > add ip ranges to ‘Addresses’ > select ‘Next Pool’ to ‘none’ > select OK

IP Pool <5_MB> =] E3

O
o
3
)
@

Name: |5_MB | OK
Addresses: [172.16.0.2172.16.152584 | & Cancel
Next Pool: [n | a
== i Apply

Copy

Remove

Figure 4.3.3.1: Ip pool addresses of packages

IP Pool = E|
Pools [ Used Addresses
[ = e i e | ,7" =T 11
+]=] =] [7] [Find ]|
[ T T —
(Name /|Addresses Next Pool ' A
% 5_MB 172.16.0.2-172.16.15.254 none I
% 10_MB 172.16.16.2-172.16.31.254 none :

Figure 4.3.3.2: DHCP ip pool addresses

e Open ‘PPPoE’ > click ‘+’ > select ‘PPPoE Service’ to create new configure
e Add ‘Service Name’ > select ‘Interface’ > select ‘One Session Per Host’ > deselect

‘pap’ > select OK

PPPoE Service <PPPOE_SERVER> = E3
Service Name: PEPQE_SAERMER%\
Interface: [ether3_to_PPPOE_SWITCH [ %] Cancl
Max MTU: [ v
Max MRU: | i[5
MRRU: | v
Keepalive Timeout: |10 | & I Copy l

[+

Default Profile: iggquﬁ_-gqupt_i_ipn Remove

[v!| One Session Per Host

Max Sessions: |
PADO Delay: | | v ms
Authentication: (v mschap2 [v| mschap1

vl chap [ pap

lenabled

Figure 4.3.3.3: PPPoE server configuration
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e Select ‘PPPoE Profile’ > click ‘+’ > to create new configure

e ‘General’ > Add ‘Name’ > add ‘Local Address’ > Select ‘Remote Address’ > Add
‘DNS Server’ to Google or IIG provided DNS > select ‘rate limit’ > select OK

e PPPOE Profile created of ‘5 MB’ and ‘10_MB’

PPP Profile <5_MB> = &3
General i Protocols Limts Queue Scripts
Name: JE’)j\dB ‘\
Local Address: 1177721§7017|E7 -
Remote Address: | 5_MB EPN ’WI
Bridge: | | v
Bridge Port Priority: ‘ \ v
Bridge Path Cost: | | »
Bridge Horizon: | | »
Incoming Fitter: | Ui
QOutgoing Filter: \ ] W
Address List: | | &
Interface List: | | v
DNS Server: [2222222112 | %
WINS Server: | =
- Change TCP MSS
" no  yes fe default
- Use UPnP
 no  yes fe default

Figure 4.3.3.4: PPPoOE server of package

|
Inteface PPPoE Servers Secrets  Profiles ’ Active Connections  L2TP Secrets

*|=| a7

i {Name / iLocaI Address  |Remote Address EBn‘dge 'Rate Limit...EOnIy One
. ©5.MB 172.16.0.1 5_MB 5/5 default

[ © 10_MB 172.16.0.1 10_MB 10/10 default

|* @ default default

’ * @ default-encr... default

Figure 4.3.3.5: PPPoE server of package profiles

©Daffodil International University



select OK

Select ‘Secretes’ > click “+’ > to create new configure
Add ‘Name’ > add ‘Password’ > select ‘Service’ to PPPOE > select ‘Profile ‘5 MB’ >

PPPOE Secret created for ‘5 MB’ and ‘10 MB’ users

29

PPP Secret <dol_5MB> =] E3
|
Inteface  PPPoE Servers  Secrets | Profiles  Active Connections = L2TP Name: |dol_5MB 1 | 0K |
‘ﬂ ’:‘ [7\‘?‘ EE]} ‘?‘ ‘ PPP Authentication&Accounting \ Password: | 123456 = Cancel
| INeme  /[Password |Service |Caller ID Profile Service |pppoe K3
| © dol_5MB 123456 pppoe 5_MB Caller ID: | | »
dol_10MB 123456 10_MB : ‘
| ©dol_ pppoe _ Profie: 5B B Disable
: - Comment
Local Address: | [
Remote Address: | |+
Routes: | | v
Limit Bytes In: | | w
Limit Bytes Out: 1 | v
Last Logged Out: | \
lenabled

Figure 4.3.3.6: PPPOE users profile, secretes

4.3.4 Bandwidth Queues on PPPoE Router

e Open ‘Queues’ > click ‘+’ to create new configure
o Add ‘Name’ > add ‘Target’ > add ‘Max Limit’ of ‘Target Upload’ and ‘Target

Download’ > select OK

Simple Queue <5_MB> = E3
General | Advanced Statisics  Traffic Total  Total Statistics
!
Target: [172.16.0.0/20 £ Apply
Dst.: | | »
) Target Up!?a? ' Target Dowr?lqa?
Max Limit: | 5M (=] [5m | ¥ |bits/s
= = Bum - -
Burst Limit: |unlimited U?[ |unlimited “?J bits/s
Burst Threshold: |unlimited H}t‘ { unlimited [+ | bitsss
Burst Time: |0 | [0 s Reset All Counters
~¥- Time

enabled il

Torch

Figure 4.3.4.1: Queue configuration for package
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e Created Queue list of GGC, FNA, INT server from DOL according to bandwidth limit
for PPPOE clients

l Queue List =
Simple Queues ‘ Interface Queues  Queue Tree  Queue Types
@ iEl E‘ E‘ [@ [i [ (O Reset Counters H (O Reset All Counters ‘ [Find ]

# |  [Name Target \Upload Max Limt | Download Max Limit | Packet Marks Total May ¥
0 =GGC 192.168.30.0/30  50M 50M
1 = FNA 192.168.20.0/30  30M 30M
2  =INT_SERVER 192.163.10.0/30 10M 10M
3 =10_MB 172.16.16.0/20  10M 10M
4 =5MB 172.16.00/20  5M 5M

Figure 4.3.4.2: Queue list
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4.4 Third Fortigate Firewall for DMZ

e LAN connection from Distributed Mikrotik router to Fortigate firewall connects

e Open ‘Device Manager’ of windows

e Expand ‘Ports’, identify ‘COM serial number’

e Open ‘Putty’

e ‘Putty’ connects to ‘COM serial port’

e Command prompt terminal opens, needs to login as admin. No password required for
first login. Needs to set new password, confirm password

e Configure system interface of connected wan port with assigning ip address

e Set allow access to ping, ssh, telnet, http, https

e Firewall can be accessed from browser

7
Wt

N

Figure 4.4: Fortigate firewall on server rack
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4.4.1 Network Configuration
4.4.1.1 Interface Naming, Addressing, VLAN, DNS Configuration

e Open ‘Network’ > ‘Interfaces’ > click on port by connected to configure

e Assign ‘ip address’, rename ‘interface port name’, set ‘DNS’

e Interfaces of port renamed to ‘DISTRIBUTED’, ‘OFFICE_VLAN 10,
‘SERVER VLAN 20°, ‘SERVER _VLAN 30’

+ CreateNew~ | & Edit @ Delete Search Q ‘

Name Type = Members = IP/Netmask = Administrative Access =

[Z] 3 802.3ad Aggregate @
#e fortilink #e 802.3ad Aggregate Dedicated to FortiSwitch PING
Security Fabric Connection
[E] B Physical Interface @
[® DISTRIBUTED (port1) ™ Physical Interface 192.168.7.2/255.255.255.0 PING
HTTPS
SSH
FMG-Access
® port4 ™ Physical Interface 0.0.0.0/0.0.0.0
™ port5 ™ Physical Interface 0.0.0.0/0.0.0.0
e ® VLAN_PORT (port2) ™ Physical Interface 0.0.0.0/0.0.0.0
. @& OFFICE_VLAN_10 A VLAN 192.168.10.1/255.255.255.0 PING
HTTPS
| SSH
el -3 SERVER_VLAN_20 A VLAN 192.168.20.1/255.255.255.248 PING
HTTPS
! SSH
L. @& SERVER_VLAN_30 A VLAN 192.168.30.1/255.255.255.248 PING
HTTPS
SSH
™ WAN (port3) ™ Physical Interface 222.222.211.131/255.255.255.0 PING
HTTPS
SSH
HTTP
TELNET

Figure 4.4.1.1: Configured interface names, ip addresses
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4.4.1.2 VLAN Configuration

e Open ‘Network’ > “Interfaces’ > click on port by connected to configure

e Select interface type as VLAN, assign ‘ip address’ , ‘vlan id’ , enable ‘DHCP Server’,
add ip of ‘Address range’ , ‘Netmask’ , add ‘Lease time’ , enable ‘Device detection’ >
Save

@ DHCP Server

Address range :7192.168.10.2-192.168.10.254
[+

Netmask | 255.255.255.0

Default gateway BREINEERINGERCRIEE Specify
DNS server LEINCERRS IR Same as Interface [P | Specify

Lease time @ @© 604800 ‘ second(s)

Advanced

Network

Device detection @ @©
Security mode »

Figure 4.4.1.2.1: DHCP server configuration for VLAN

e Custom ip address ranges for all routing and VLANSs configured

[E] Interface Subnet &

& OFFICE_VLAN_10address 192.168.10.0/24 & OFFICE_VLAN_10
2 SERVER_VLAN_20 address 192.168.20.0/29 @ SERVER_VLAN_20
& SERVER_VLAN_30 address 192.168.30.0/29 @& SERVER_VLAN_30

Figure 4.4.1.2.2: Custom ip addresses for VLANSs
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4.4.1.3 Static Routes

e Open ‘Network’ > Static Routes’ > click on ‘Create New’ to configure
e Add ‘Ip address’ > ‘Gateway’ > ‘Interface’ and save

+ Create New & Edit W Clone i Delete Search | Q

n' AR V'HL’Jé.st‘lnaﬂon‘ Gateway IP Interface Status
0.0.0.0/0 192.168.7.1 ™ DISTRIBUTED (port1) @ Enabled
172.16.0.0/16 192.168.7.1 ™ DISTRIBUTED (port1) ©@ Enabled
192.168.1.0/30 192.168.7.1 ™ DISTRIBUTED (port1) @ Enabled
192.168.2.0/30 192.168.7.1 M DISTRIBUTED (port1) @ Enabled
192.168.3.0/30 192.168.7.1 M DISTRIBUTED (port1) @ Enabled
192.168.4.0/30 192.168.7.1 M DISTRIBUTED (port1) @ Enabled
192.168.5.0/30 192.168.7.1 M DISTRIBUTED (port1) @ Enabled
192.168.6.0/30 192.168.7.1 M DISTRIBUTED (port1) @ Enabled
222.222211.0/24 192.168.7.1 M DISTRIBUTED (port1) © Enabled

Figure 4.4.1.3: Static routes

4.4.2 Policy and Objects
4.4.2.1 Defining Security Policies for Incoming and Outgoing Interfaces

e Open ‘Policy and Objects’ > ‘Security Policy’ > click on ‘Create New’ to configure

e Rename policy > select ‘From interface’ and ‘To interface’ > select ‘Source’ ip
addresses to ‘all’ > select ‘Destination’ ip addresses to ‘all’ > Action ‘ACCEPT’

e Policy objects named to “VLAN 10 TO DISTRIBUTED”,
‘VLAN 20 TO DISTRIBUTED’, ‘VLAN 30 TO DISTRIBUTED’,
‘DISTRIBUTED TO VLAN 10’ , ‘DISTRIBUTED TO VLAN 20’ and
‘DISTRIBUTED TO VLAN 30’

# Edit clete Search Q Interface Pair View

Name From To Source Destination Schedule Service Applications URL Category Action Security Profiles Log Hit Cout
VLAN_10_TO_DISTRIBUTED & OFFICE_VLAN_10 M DISTRIBUTED (port1) 2 all Dal [© always App Default + ACCEPT @ Al 0
VLAN_20_TO_DISTRIBUTED @ SERVER_VLAN_20 B DISTRIBUTED (port1) & all Ball [© always  App Default + ACCEPT U UM 0
DISTRIBUTED_TO_VLAN_20 [ DISTRIBUTED (port1l) @ SERVER_VLAN_20 Ball Sall (6 always  App Default + ACCEPT @ Al 0
DISTRIBUTED_TO_VLAN_ 10 [ DISTRIBUTED (port1) € OFFICE VLAN_10 Bal Ball [@ always  App Default + ACCEPT U UM 0
Implicit Deny O any O any 2all Dall [© always @ ALL @ DENY © Disabled 1

Figure 4.4.2.1: Configured policies for routes
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4.4.2.2 DDoS Attack Prevention Policy

e Open ‘Policy and Objects’ > ‘IPV4 DDoS Policy’ > click on ‘Create New’ to
configure

e Name > select ‘Incoming Interface’ > select ‘Source Address’ to “all’ > select
‘Destination Address’ to ‘all’ > select ‘Source’ to ‘ALL’ > enable all ‘logging’ and
select to ‘Block’ > set ‘icmp sys flood” Threshold to ‘1000’ > save

New Policy
Name @ DMZ_DoS_Policy
Incoming Interface ™ DISTRIBUTED (port1) v
Source Address = all x
+
Destination Address | 2 all x
Service
L3 Anomalies
Name @ Logging | Action Disable Monitor Threshold
ip_src_session | @ Disable m Monitor 5000
ip_dst_session | @ Disable m Monitor 5000
L4 Anomalies
Name @ Logging | Action Disable Monitor Threshold

tep_syn_flood [ o] Disable Monitor 2000
tcp_port_scan © Disable m Monitor 1000
tcp_src_session © Disable m Monitor 5000
tcp_dst_session [ o] Disable m Monitor 5000
udp_flood © Disable Monitor 2000
udp_scan [ 8] Disable m Monitor 2000
udp_src_session [ o] Disable Monitor 5000
—

Cancel
Figure 4.4.2.2: DDoS attack prevention policy
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4.4.2.3 Device Detection, MAC Address Panel

e Open ‘Policy and Objects’ > ‘Detected devices’

K
€| Device Inventory < ([ | HardwareVendor~ i~
Hardware Vendor ‘ Software OS | Status | Interfaces
[ Other identified devi... | [0 Other identified de... [ Online [0 WAN (port3)
B VMware B Windows M Offline M DISTRIBUTED (p...
O Fortinet [0 Fortios
‘ Search ‘ Q ‘ (3]
Device = ‘ User = ‘ Address = ‘ Software OS = ‘ Device Family = ‘ Hardware Version =
[ Fortinet @
& WAN_FORTIGATE 222.222.211.130 FortiOS FortiGate VMé4-KVM
50:00:00:11:00:00
E] vMware @
= DCL 2222222111 Windows
00:50:56:¢0:00:08
@ 00:50:56:fe:94:06 222222211254 Other identified device
00:50:56:fe:94:06
[Z Other identified device @
@ 00:50:56:€8:23:b7 2222222112 Other identified device
00:50:56:€8:23:b7
@0 50:00:00:02:00:01 222222211129 Other identified device
50:00:00:02:00:01
@ 50:00:00:0e:00:02 192.168.7.1 Other identified device
50:00:00:0€:00:02

Figure 4.4.2.3: Dashboard of detected devices, mac addresses
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4.5 Cisco Switch SG350X-24PD Configuration for VLANSs

« Connection from DMZ Fortigate firewall port to ethernet port.

8 UNK/ACT o«w*
= - = - > i S - e ol \
r = - jose o | e ) -
. ) e £ 1 i fal 2 §
, i d 3
LR . ammeerlil, i

SG350-10P  10-Port Gigabit POk VA eE e Switch B

Figure 4.5: Cisco switch SG350X-24PD on server rack

4.5.1 DMZ Cisco Switch Configuration

e Open ‘Device Manager’ of windows
e Expand ‘Ports’, identify COM serial number

& Device Manager
File Action View Help
o« @ HEm B

v ® DESKTOP-E6V37S)
i Audio inputs and outputs

@ Batteries &8 PuTTY Configuration ? X
© sluetooth

® cameras Category

B Computer - Session Basic options for your PuTTY session

wa Disk drives Logging

I Display adapters Terminal Specify the destination you want to connect to

B Firmware Keyboard Senal line Speed

¥ Human Interface Devices Bell [com | (9600

< Imaging devices Features

== Keyboards Window Connection type ]

.1 Memory technology devices Appearance (JRaw ()Telnet ()RIlogin ( )SSH (@) Sepal
@ Mice and other pointing devices Behaviour e
[l Monitors Translation
@ Network adapters # Selection Saved Sessions
v @ Ports (COM &LPT) Colours

LTSS Senal PortCONOH Cognecllon Default Settings d
= Print queues by ata Ema Loa
™= Printers Proxy
[ Processors Telnet Save
I 5D host adapters Riogin
BY Security devices # SSH Delete
r Software components Senal
B Software devices
¥ Sound, video and game controllers Close window on exit
S Storage controllers C:' Aways (;\ oo ( ;!»‘ Orily on cloan et

> m System devices
» @ Universal Serial Bus controllers
> ™ WSD Print Provider

e [ow ] coen

Figure 4.5.1: Putty connection to Cisco switch for configuration
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e Open ‘Putty’

e ‘Putty’ connects to COM serial port

e Command prompt terminal opens, needs to login as admin. No password required for
first login. Needs to set new password, confirm password

e Configure system interface of connected wan port with assigning ip address

4.5.2 DMZ Cisco Switch Hostname Configuration

Figure 4.5.2: console configuration for switch hostname

4.5.3 DMZ Cisco Switch Privilege Mode Security Configuration

Figure 4.5.3: secret configured for privilege mode
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4.5.4 DMZ Cisco Switch Trunk Configuration fo

EH=N=N=N=

[ERsEsSEsEsN-

S-UPDOWN: Li

-UPDOWN: Li

$LINEPROTO-5-UPDOWN:

$LINEPROTO-5-UPDOWN:
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4.5.5 DMZ Cisco Switch VLAN Configuration for VLANs from DMZ Fortigate
Firewall

Figure 4.5.5: VLANSs configured

©Daffodil International University
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4.6 Office Cisco Switch Configuration for VLANs from DMZ Fortigate Firewall

4.6.1 Office Cisco Switch Hostname Configuration

Figure 4.6.1: hostname configured

4.6.2 Office Cisco Switch Privilege Security Configuration

Figure 4.6.2: secret configured

©Daffodil International University
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4.6.3 Office Cisco Switch Trunk Mode Configuration
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Figure 4.6.3: Trunk configured for VLANS
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4.6.4 Office Cisco Switch VLAN Configuration
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Figure 4.6.4: VLAN configured
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4.7 Mikrotik IPSec VPN Connection for Firewall
e VPN testing at outside of DOL

Figure 4.7: Mikrotik hAP lite TC device connected by laptop, accessing via WinBox

4.7.1 IPSec Configuration

e Open ‘IP’ > ‘IPsec’ > select ‘Profile’ > click ‘+’ to configure
e Add ‘Name’ > add ‘md5’ to ‘Hash Algorithms’ > enable ‘des’ to ‘Encryption
Algorithm’ > enable ‘NAT Traversal’ > click OK

Name: [IPSEC_VPN N
Hash Algorithms: | md5 | ¥
Encryption Algorithm: [v/| des | 3des oo
| | aes-128 | aes-192
| aes-256 _| blowfish
|| camellia-128 [ | camellia-192
|| camellia-256

DH Group: [ | modp768  [v| modp1024
Jecn155 [ | ec2n185

~|modp1536 [v] modp2048

"1 modp3072 || modp4096

| modp6144 | | modp8192

lecp256 [ |ecp3g4
|| ecp521
Proposal Check: [obey s
Lfetime: (1 0000:00 |
Lifebytes: v

|| NAT Traversal
DPD Interval: | 120 [=]s

DPD Maximum Failures: |5

Figure 4.7.1.1: IPSec VPN configuration
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e Select ‘Identity’ > click ‘+’ to configure new > select ‘Peer’ from created profile >

select Auth. Method ‘pre shared key’ > add ‘Secret’ > click OK

IPsec Identity <IPSEC_VPN> =] E3

Peer: [IPSEC_VPN |#] | oK |

Auth. Method: |pre shared key [#]

Secret; [ |

Policy Template Group: default i[i—[

Notrack Chain: | “i‘ Comment

My ID Type: [auto K3

Remote ID Type: Eggto Hil
Match By: |remote id £3
Mode Configuration: \ \ bg
Generate Policy: \no “VE‘

[
|enabled

Figure 4.7.1.2: IPSecVVPN pre-sared key assigned

45

e Select ‘Policy’ > click ‘+’ to configure new > select ‘Peer’ from created profile > add

‘Dst. Address’ > click OK

e Firewalls ip address assigned on Dst. Address for IPSec VPN

IPsec Policy <0.0.0.0/0:0->222.222.211.130:0>

General ‘ Action = Status

Peer: | IPSEC_VPN ]IEJ s Cancel
[_| Tunnel Apply
Src. Address: 0.0.0.0/0 |
Src. Port: | | v
|
Dst. Address: [222.222.211.130 |
Dst. Pot:| -
Protocol: 255 (all) [#] Remove

[ ] Template

enabled {

Figure 4.7.1.3: IPSecVPN policy
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e Select ‘Peer’ > click ‘+’ to configure new > add ‘Name’ > add ‘Address’ > select
‘Profile’ as ‘default’ > click OK
e Peer address of Firewall added

IPsec Peer <IPSEC_VPN> =] E3
Name: [IPSEC_VPN | | OK |
Address: [222.222211.130 -
Port: | | »
: [ Apply
Local Address: | | ¥
Profile: |defaut 3
Exchange Mode: \main =] Comment
e
V| Send INITIAL_CONTACT
[
[enabled 1

Figure 4.7.1.4: 1p address connection for peer
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CHAPTER 5
OUTPUTS OF MY PROJECT

5.1 Output of WAN Firewall Load Balance

g 8

=]

fn it b

=]

Figure 5.1: Ping check for load balance connectivity
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5.2 Output of PUBG and Mine Craft from Firewall Rules
e Before

=

Microsoft Windows [Version 18.8.22621.232]
{(c) Microsoft Corporation. All rights reserved.

C:\UsersiFahim»ping minecraft.com

FPinging minecraft.com [93.191.168.52] with 32 bytes of data:
from 93.191.168.52: bytes=32 time=97ms TTL=244
from 93.191.168.52: bytes=32 time=97ms TTL=244
from ©93.191.168.52: bytes=32 time=98ms TTL=244
from ©93.191.168.52: bytes=32 time=98ms TTL=244

Ping statistics for 93.191.168.52:

Packets: Sent = 4, Received = 4, Lost = @& (8% loss),
Approximate round trip times in milli-seconds:

Minimum = 97ms, Maximum = 98ms, Average = 97ms

C:\UsersiFahim»ping pubg.com

Pinging pubg.com [13.33.88.22] with 32 bytes of data:
from 13.33.88.22: bytes=32 time=56ms TTL=246
from 13.33.88.22: bytes=32 time=51ms TTL=246
from 13.33.88.22: bytes=32 time=56ms TTL=246
from 13.33.88.22: bytes=32 time=56ms TTL=246

Ping statistics for 13.33.88.22:

Packets: Sent = 4, Received = 4, Lost = @ (8% loss),
Approximate round trip times in milli-seconds:

Minimum = 58ms, Maximum = 5ims, Average = 5S8ms

Figure 5.2.1: Ping check to PUBG and Minecraft host addresses

Microsoft Windows [Version 10.0.22621.232]
(c) Microsoft Corporation. All rights reserved.

C:\Users\Fahim>ping minecraft.com

Pinging minecraft.com [93.191.168.52] with 32 bytes of data:
Request timed out.
Request timed out.
Request timed out.
Request timed out.

Ping statistics for 93.191.168.52:
Packets: Sent = 4, Received = O, Lost = 4 (100% loss),

Figure 5.2.2: Ping result of Minecraft host address
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C:\Users\Fahim>ping pubg.com

Pinging pubg.com [13.33.88.22] with 32 bytes of data:
Request timed out.
Request timed out.
Request timed out.
Request timed out.

Ping statistics for 13.33.88.22:
Packets: Sent = 4, Received = ©, Lost = 4 (100% loss),

Figure 5.2.3: Ping result of PUBG host address

Notice

Connection to server lost. Please check your network connection

before trying again.

Figure 5.2.4: Output of PUBG connection lost
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MIHELRAF\

Failed to connect to the server

Javanet.ConnectException: Connection timed out! no further information:

Back

Figure 5.2.5: Output of Minecraft connection lost

5.3 DMZ Cisco Switch Enable Secret

Figure 5.3: Output of switch enable secret
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5.4 DMZ Cisco Switch VLANSs

Figure 5.5: Output of switch enable secret

5.6 Office Cisco Switch VLANS

Figure 5.6: Output of switch configured VLANSs
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5.7 VLAN DHCP Leases from DMZ Firewall

Network Connection Details

Network Connection Details:

Property

Connection-specific DN...

Description

Physical Address
DHCP Enabled

IPv4 Address

IPv4 Subnet Mask
Lease Obtained
Lease Expires

IPv4 Default Gateway
IPv4 DHCP Server
IPv4 DNS Servers

IPv4 WINS Server

NetBIOS over Tepip En...

Linkdocal IPv6 Address

Value

Realtek Gaming GbE Family Controller
18-C0-4D-52-9D-0F

Yes

152.168.10.254

255.255.255.0

Tuesday, July 26, 2022 12:29:11 AM
Wednesday, July 27, 2022 12:29:11
192.168.1.1

192.168.1.1

88838

8844

103.41.213.2

Yes
fe80::95e6:2690:e4d:dcd3%17

Close

52

Figure 5.7: Output of DHCP leased ip address

5.8 PPPoE User Connection from PPPoE Mikrotik Router

& & Connect to the Internet

Type the information from your Internet service provider (ISP)

User name: dol3MB
Passwaord: 123456
B Show characters

[ Remember this password

Connection name: 5 MBPS

#y [ Allow other people to use this connection

This option allows anyone with access to this computer to use this connection,

| don't have an ISP

Cancel
Figure 5.8: PPPoE client configuration
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5.9 PPPoE Bandwidth Queue Performance
« 5 MBPS Bandwidth Queue Performance

FAST
Your Internet speed is
4 6 Mbps
(@)
- SN
000

Figure 5.9.1: Screenshot output of 5 MBPS bandwidth

« 10MBPS Bandwidth Queue Test

(N
FAST

Your Internet speed is
- =

00

Figure 5.9.2: Screenshot output of 10 MBPS bandwidth
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e GGC Cache Server bandwidth

im] » 4K Video (Ultra HD) Unbelievabl. X

File Options View
Processes Performance App history Startup Users Details Services < C @ @] s://www.youtub...
T cPu : =
A w"U‘N“hl\* 84% 2.37 GHz Ethernet Realtek PCle GbE Family Controller = > YouTube

Throughput

Memory A
4.2/7.8 GB (54%) | JiVES
Disk O (H: G: Z: C: [ / 2 A ’\
SSD
Ethernet
Ethemnet
Il s: 04 R: 399 Mbps
GPUO
InteI(R) UHD Grap...

54 Mbps

M"x w‘ WI \\ Hn
H\Hm MWH

”‘ va “‘

|M\

Ethernet

ype:  Ethernet

IPv4 addre: 192.168.1.254

IPv6 addre: fe80::cc3a:a7b7:a0a0:162a%8

4K Video (Ultra HD) Unbelievable Beauty

3 32,3 Mar 16, 2019 CT 4. Z =
~ Fewer details | (%) Open Resource Monitor r J 49K > SHARE + SAVE

Figure 5.9.3: Screenshot output of GGC bandwidth
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CHAPTER 6
CONCLUSION AND SCOPE

6.1 Conclusion

My theoretical networking knowledge was much enhanced by regularly attending DOL,
organizing projects, studying practically every day, configuring, resolving, troubleshooting
Issues, and so on. | can now operate and configure several devices. If necessary, | will be able
to configure a better routing protocol in place of static routing. | did not configure any
Windows or Linux-based servers during this internship, but by doing so, my self-learning
improved, and I will learn these configurations on my own if necessary.

The next-generation firewalls are a fantastic network security technology to understand. It's a
brilliant technology because it filters all incoming and outgoing packets. | will be able to
contribute my all to future company fields by participating in this project-based internship.

6.2 Future Scope and Scalability of This Project

Penetration Testing:

e To detect and to secure open ports of ISP devices can be done by penetration testing.
e Vulnerabilities can be minimized.

e MITM, DNS spoofing, IP spoofing, DDoS, Rootkits, Botnets etc. network attacks can
be minimized by penetration testing.

Linux Server Installation:
e FTP, Web, DNS cache, Syslog etc. servers can be configured to establish this project.
Windows Server Installation:

e Lab, office computers can be controlled along IP addresses under a domain from a
Windows server.

Different Device Installation:

e Fortigate firewalls can be substituted with pfSense firewalls.

e Cisco switches can be substituted with a Juniper switch device.
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APPENDICES
Appendix A: Screenshot of VMWare EVE-NG Projects Done

Demo virtual environment lab of my project from DOL. Describing OUTSIDE, INSIDE,
DMZ protected by firewalls. Core router along with backup router, network distribution to
internal office, DMZ from distributed router. Client service from PPPOE router. An
exceptional VPN router to establish IPSec VPN from outside of ISP to internal office.

Virtual environment images of:

e Three Fortigate firewalls images

e Five Mikrotik routers images

e Three Cisco switches images

e Few VPCs to test connectivity, VPN
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» WAN_FORTIGATE 2 I 'LAN DHCP POOL
ethd LORTATRY () [PPPOE ROUTER SERVER
92.168.5.0/30) 192.168.4.0/30 oth: PPPOE BANDWIDTH QUEUE
T = e =
eth3 ein3

i t% Im

>

192.168.6.0/304

<
(O}
o
=]
(©]
#
(0]

etn
[192.168.12.0/30§ [192.168.11.0/30)

o)

[192.168.20.0/29
SERVER_VLAN_29

“ T 2.168.30.0/29
192.168.9.030 I . @
- DI
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Demo VMWare EVE-NG project lab
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Appendix B: Firewall Working Method

During the third month of my internship at DOL, the trainer taught me how to operate a
firewall.

Methods:

e Accept: permits traffic
e Reject: blocks traffic but responds with "unreachable error"
e Drop: prevents traffic but makes no response

soucare | os oo Por cten

11 192.168.21.0 -- - - deny
2 — -- -- 23 deny
3 -- 192.168.21.3 -- -- deny
4 - 192.168.21.0 - >1023 Allow

Sample Packet Filter Firewall Rule

Firewall working methods/rules

A separate set of rules is maintained by the firewall for each scenario. The majority of the
traffic that came from the server itself was permitted to pass. Nevertheless, enforcing a
restriction on outbound traffic is always preferable in order to increase security and stop
undesired communication.

Different rules are applied to oncoming traffic. One of these three main Transport Layer
protocols “TCP, UDP, or ICMP” makes up the majority of traffic that enters the firewall. These
types are all addressed at both their source and destination. TCP and UDP both have port
numbers. To identify the purpose of a packet, ICMP utilizes a type code rather than a port
number.

Default policy: It is quite challenging to explicitly cover every firewall rule that could possibly
exist. This necessitates that the firewall always has a default policy. Action is the only
component of default policy (accept, reject or drop).

Let's say the firewall has no rules about SSH connections to the server. It will therefore adhere
to the default policy. Any computer outside of your office can connect to the server using SSH
if the firewall's default policy is configured to accept. Therefore, it is always a good practice
to set the default policy to drop (or reject).
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